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Securing applications has become more difficult than ever thanks to 
heterogeneous application environments, distributed responsibility 
for application security, and advanced attack campaigns. Converged 
application protection platforms have emerged to address many of these 
issues, but organizations can struggle with prioritizing the capabilities they 
require, assessing the different types of tools available, and meeting the 
diverse needs of a broad set of stakeholders. 

Trends in Modern 
Application Protection

While 74% of organizations currently use 
DevOps, only 47% have incorporated 
security processes and controls.

of organizations anticipate increasing 
spending on web application and API 
protection technologies, services, and 
personnel over the next 12–18 months.

33+67+T33% 

Organizations that support more 
than 200 public-facing websites  
and applications

Team members impacted

Application downtime

Additional web application protection 
products or services added

Negative impact to shareholder value 
or brand standing

Negative customer experiences

Infrastructure cost overruns

Compliance issues

Loss of revenue

Organizations with more than 30%  
of public-facing websites and 
applications run on public cloud 
infrastructure services (IaaS)

Organizations where at least half  
of public-facing websites and 
applications run on microservices

Application Environments and Processes Continue 
to Evolve, Creating Security Complexity

Successful Application Attacks Can Impact Employees, 
Customers, and the Bottom Line

Protecting Web Applications Is a Priority for Most

Tool Sprawl Has Become Problematic

APIs Are of Particular Concern When It Comes 
to WAAP Deployment 
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Currently 24 months from now
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Ensuring secure and 
available applications is 
our organizations's top 
cybersecurity priority

72% 
Web application 

firewall (WAF)

64%  
API security tools

52%  
Distributed denial  
of service mitigation

45%  
Bot management

Ensuring secure and 
available applications 

is a top three 
cybersecurity priority 
for our organization

40+60+T
Have/will deploy for most 

apps and APIs

54+46+T
Have/will deploy for some 
apps and APIs; standalone 

tools for others

4+96+T
Have/will deploy for a few  
apps and APIs; standalone 

tools for most

High cost High alert
volume

Difficulty
managing

Too many 
false 

positives

Poor 
integration 
with other 

tools

Poor alert 
context

Difficult  
to deploy

Poor 
usability 
for app 

developers

90% 

of organizations consider API security the 
most important tool in a WAAP platform.40+60+T40% 

The scale and composition of application environments will change significantly over the next 24 months.
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35% 

39% 

45% 

67% 

71% 

Malware-based 
attacks

Keeping pace with 
the threats targeting 

our APIs

34%

41%

Credential stuffing/ 
cracking/brute force 

attack

Data governance  
and/or exposure issues  

as a result of  
insecure APIs

30%

39%

API injection attack

Accurately 
inventorying 

APIs used in our 
organization

28%

37%

Volumetric DDoS  
attacks

Inconsistent 
adoption 

of API 
specifications

27%

35%

Attacks through  
lesser-known 
vulnerabilities

Using multiple 
API management 

tools

26%

35%

Top 5 most common web application and API attacks experienced in the last 12 months.

Types of impacts organizations experienced from attacks on web applications and APIs.

Discrete tools used to protect web applications.

Web application security tool challenges.

Five most common challenges protecting APIs.

Extent of WAAP deployment.
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34%
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For more from ESG's research into the mounting interest in web application 
and API protection tools, read the ESG research report, Trends in Modern 
Application Protection.

LEARN MORE

https://www.esg-global.com/research/esg-research-report-securing-the-identity-perimeter-with-defense-in-depth 

https://www.esg-global.com/research/esg-research-report-trends-in-modern-application-protection

