
The Evolution of Data Protection 
Cloud Strategies
The broad adoption of public cloud services as a source and repository of business-
critical data is placing the onus on data owners to deliver on data protection SLAs of 
cloud-resident applications and data. Many users are misinformed about the data 
protection levels public cloud infrastructure and SaaS solutions provide. On-premises 
backup and disaster recovery strategies are increasingly leveraging cloud destinations, 
resulting in hybrid data protection topologies with varying tradeoffs and opportunities. 

Considering these factors, this research sought to find out how IT organizations utilize 
cloud services as part of their data protection strategy today.
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Cloud-based Data Protection Adoption

Critical Considerations

An Attractive Approach

The Role of Data Tiering

Cause for Concern

Wide-spread adoption and valuable benefits make cloud-based data protection the new norm.

Continuous data protection capabilities are key to meeting BaaS recovery objectives.

Extending on-premises data protection environments with cloud backup target solutions 
is gaining momentum.

Data tiering is an influencing factor on in-cloud data protection strategies.

The big SaaS/data protection disconnect is not improving.

Percentage of organizations currently using cloud-based data Protection services.
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benefits of cloud-based data Protection services. 
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Flexible  
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Ability to recover/ 
failover in the cloud

Role-based management 
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For more data and analysis from this ESG research study, including recommendations for optimizing modern IT environments based 
on this data, read the ESG Research Report, The Evolution of Data Protection Cloud Strategies.
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We have not realized any benefits from cloud-based data
protection services

Reduced restore windows

Reduced need for internal training for IT staff when new
technology is deployed

Reduced power and cooling costs

Reduced backup windows

Reduced or eliminated on-premises data protection costs

Re-purposed IT personnel to more strategic on-premises
systems and/or applications

Reduced complexity within our IT environment

Improved service and support compared to traditional data
protection deployments

Improved compliance

Reduced IT personnel costs

Improved recoverability and reliability of backups

Improved security
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Yes, we only use a deep cloud
archive for cold data

Yes, we use both cloud block
storage for hot data and cloud

object storage for older
backups/archive

No, we just rely on cloud block
storage snapshots

No, didn’t know we had any such 
options

Don’t know
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We (i.e., IT), solely rely on the SaaS vendor because they are responsible for 
protecting our organization’s SaaS-resident application data (i.e., we don’t do 

anything to protect our SaaS-resident application data) 

We (i.e., IT) are partially responsible for protecting our organization’s SaaS-
resident application data and rely on both the SaaS provider and a third-party 

data protection solution or service

We (i.e., IT) are solely responsible for protecting all of our organization’s SaaS-
resident application data and use a third-party data protection solution or service

Don’t know
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25%
of organizations say 
malicious deletion 
is their top cause of 
SaaS data loss.

Service outage/unavailability 
causing data destruction or 

corruption, 22%

Accidental deletion, 
20%

External malicious deletion, 19%

Inability to recover all the lost 
data with current backup 

mechanism, 12%

Misunderstanding of 
retention/deletion policies of 

service, 9%

Account closure, 8%

Internal malicious deletion, 6%

Other, 1%

Don't 
know, 4%

Repurposed

We don’t want to learn a new
backup UI, recreate jobs, or 

install agents again

We (i.e., IT) solely rely on the SaaS vendor because they are responsible for 
protecting our organization’s SaaS-resident application data (i.e., we don’t do 

anything to protect our SaaS-resident application data)
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