
Since data is everywhere and growing considerably, 
data is everyone’s obligation—no longer just the 
data security team’s responsibility. The landscape is 
evolving with new regulations and more distributed 
environments that are beginning to stress the 
current ecosystem. 
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The State of Data Privacy and Compliance Is Increasingly Complex

Increasing Regulations Are Having an Impact

Public Cloud Solutions and Remote Users Are Making  
Compliance More Difficult

Importance of Privacy-enhancing Technologies Has Led to  
Data Loss Prevention Tool Sprawl

» Variety of privacy-enhancing technologies in use.

» Number of times organizations were audited by a regulatory agency in the past three years.

» Number of failed audits in the past three years.

» Areas of greatest concern related to non-compliance.

» Percentage of sensitive data insufficiently secured in public cloud services.

» Public cloud-resident data loss.

» Three greatest contributors to public cloud-related data loss.

» Spending change for privacy-enhancing technologies over the next 12-18 months.

» Prioritization of consolidating different data leak/loss prevention tools.

of organizations employ a 
dedicated data privacy officer. 
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Number of times organizations were audited by a regulatory agency in the past three years.
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Number of failed audits in the past three years.
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Areas of greatest concern related to non-compliance.
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A majority of organizations believe that 

of their public cloud-based data is insufficiently secured...

…and most believe they have lost some.
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Yes, we know we’ve lost cloud-
resident data
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cloud-resident data

No, we know that we have not lost
cloud-resident data

Don’t know

Data exposure from 
remote users

Data exposure from 
personal devices

Sensitive data from 
competitors being uploaded to 

our IT-led cloud services
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critical priority
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Prioritization of consolidating different data leak/loss prevention tools.

Source: ESG Research Report, The State of Data Privacy and Compliance, March 2022. 
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LEARN MORE
For more insights from this study, including recommendations for IT 
organizations looking to successfully navigate this changing landscape, 
read the ESG research report, The State of Data Privacy and Compliance.
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https://www.esg-global.com/research/esg-research-report-the-state-of-data-privacy-and-compliance

