
Organizations have accelerated cloud computing initiatives to support a growing 
population of remote users while also deploying new types of devices as part of 
digital transformation initiatives. These trends result in a growing attack surface, 
management challenges, vulnerabilities, and potential system compromises. 
Meanwhile, security teams are concerned about recent major cybersecurity hacks.  
Organizations must therefore assess processes, examine vendor risk, and test 
security more frequently.  
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Security Hygiene and Posture Management Remains One of the Least 
Mature Areas of Cybersecurity
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Security hygiene and posture management has become more
difficult over the past 2 years

Spreadsheets remain a key aspect of security hygiene and
posture management

We have more than ten security tools to manage security
hygiene and posture

My organization prioritizes security hygiene and posture
management actions on business-critical assets

My organization follows best practices for security hygiene and
posture management
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Top 5 mosT compelling aspecTs of Bas Technology.

Ability to use BAS to 
establish a “purple team” 

security methodology

38%
Ability to use automated 
testing to rationalize and 
consolidate our existing 

security technologies

38%
Ability to use  

BAS to uncover  
coverage gaps

34%
Ability to use BAS technology 

to test the effectiveness of new 
technologies my organization 

may purchase

34%
BAS technology that  

is tightly integrated with  
an attack surface 

management system

33%

The External Attack Surface Is Vulnerable and Prone to Exploitation

While the Value of Security Testing Is Well Understood, Frequency  
and Depth Remain Underserved

Security Hygiene and Posture Management Strategies Are Evolving

Asset Management Depends Upon Tools, Processes,  
and Cross-department Cooperation
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The attack surface at my organization has  
increased substantially over the past 2 years

The attack surface at my organization has  
increased slightly over the past 2 years22+45+33U

have organizaTions experienced aTTacks Tied 
to internet-facing assets?

on average, organizaTions:

Top 3 challenges undersTanding iT asseT invenTory.

Top 3 primary reasons for conducTing peneTraTion TesTs and red Team exercises.

Top 3 sources of BudgeT for securiTy hygiene and posTure managemenT. 

Top 5 sTeps To improve securiTy hygiene and posTure managemenT. 

Breach and aTTack simulaTion (Bas) Technology use.
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IT asset inventory  
systems.

We use funds from  
the IT budget

person-hours to generate  
an IT asset inventory. 

We have created a dedicated  
budget for security hygiene and 

posture management

We use funds from  
the vulnerability  

management budget

Conduct IT asset inventory  
audits every 

Use 10 
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None of the above

We have too many rogue assets and no means of discovery

We are adding devices so fast that we are unable to keep up with
discovery and inventory

Depending on too many separate tools makes it difficult to pull
the data together

Some/many tools in use do not provide the right level of visibility, 
so we can’t establish a complete inventory of some or all our 

assets

Depending upon too many manual processes, making it difficult
to conduct full hybrid IT asset inventory

Having thousands of assets that change frequently makes it
difficult to conduct a complete hybrid IT asset inventory

Conflicting data from different tools makes it difficult to get an
accurate picture of our hybrid IT infrastructure

Establishing an inventory of hybrid IT assets involves different
organizations so it can be difficult to coordinate activities
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Internal/external auditors mandate that we do so

We are required to do so as part of third-party contracts

We conduct penetration testing after another firm in our
industry has experienced a data breach

We are required to do so for regulatory compliance

Executive managers/board of directors mandate that we do so

We conduct penetration testing after experiencing some type of
security incident in order to assess risk

We believe that penetration testing/red team exercises are a
best practice for risk assessment and reduction
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Already using this type of
technology

Very likely Somewhat likely Not very likely Not at all likely Don’t know as my 
organization would need to 
know more about this type 

of technology before 
deciding whether we 

would use it or not
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Ingest and analyze data and reports from all cybersecurity and IT tools into a
comprehensive system for security observability, prioritization, and validation

Using more managed services for some or all aspects of penetration testing/red
teaming

Establishing one or several risk scoring systems to help us prioritize remediation
actions

Establishing better KPIs, metrics, and reports that could help communicate the
importance of security hygiene and posture management to the business

Adopting breach and attack simulation to continually assess our defenses against
modern attacks

Improving collaboration between security and IT operations teams

Establishing a dedicated security hygiene and posture management budget

Consolidating all security hygiene and posture management data into a single
repository as a single source of truth

Increasing integration of the MITRE ATT&CK framework into our cybersecurity
strategy

Increase executive awareness of the value of security hygiene and posture
management

Identify and engage cyber risk owners

Taking a more adversarial/offensive approach to cybersecurity so we can adjust
our defenses as countermeasures to modern attack TTPs

Deploying attack surface management technology that can discover and test
internet-exposed assets and can alert/prioritize associated cyber-risks

Increasing the staff dedicated to security hygiene and posture management

Deploying a dedicated tool for security/IT asset management that can
interoperate and pull data from other existing systems

Automating processes associated with security hygiene and posture management

Performing continuous security control validation to discover gaps in existing
security tools and perform prompt remedial actions to harden security posture

Source: ESG Research Report, Security Hygiene and Posture Management, January 2022.
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LEARN MORE
For more from this ESG research study, including analysis of an important 
emerging market segment that CISOs should keep an eye on, read the 
ESG Research Report, Security Hygiene and Posture Management.

https://www.esg-global.com/research/esg-research-report-security-hygiene-and-posture-management

