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Walking the Line: GitOp
and Shift Left Securit:

are empowered to quickly develop and release their applications by«
deploying them to the cloud. This challenges security teams to keep p

Strategy Group recently conducted research examining the nuances of - -
movement to shift security left in an effort to increase security without : \ 4
slowing down development. A

Modern Development Increases Speed and Security Risk

Top 3 security challenges caused by faster CI/CD development cycles.

45% 43D 36D

Software is released without Security lacks visibility Lack of consistency of security
going through security checks and control in processes across different
and/or testing development process development teams

Percentage of code composition that is open source software.

5 5 0/ of organizations say more than half
O of their code composition is open source.

Top 3 open source software challenges and concerns.

Having a high percentage of application
code that is open source

Being victims of hackers targeting popular/
commonly used open source software

Trusting the source of the code

Infrastructure-as-code (laC) considerations.
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69% 83%

of organizations currently use of current laC template users
laC templates to provision are seeing an increase in
cloud infrastructure. misconfigurations.

Top 3 cybersecurity incidents experienced as a result of cloud-native applications.

Attacks that resulted in a loss of data due
to the insecure use of APIs

Exploit(s) that took advantage of known
vulerabilities in internally developed code
Compromised services account credentials

Security Must be Inserted into Development Processes
without Disruption

Priority level for adopting a developer-focused security strategy.

1%

It's not a priority at all
(i.e., security is doing
fine without shifting

responsibilities to developers)

44%

It's a high priority
(i.e., it will have a significant
Impact on our security
program)

31%

It's important, but not
a high priority
(i.e., we have higher security
and/or AppDev priorities)

Comfort level with developers having increased security responsibilities.

45%

38%

17%

0% 1%

Completely comfortable Mostly comfortable Somewhat comfortable Not comfortable

B Security teams’ comfort level adopting a developer-focused security strategy

Developers’ comfort level with increased security involvement

Top 3 challenges with security testing for development team(s).

42% 40% 38%

Gaining visibility into security Ensuring that security Managing and monitoring
testing that has been done processes don't slow developer use of open source
development down security tools

Level of integration between cloud security monitoring solutions and development processes.

developer can immediately fix the issue
the monitoring tool can deliver information to the
developer owner to facilitate remediation

They are not integrated at all—when the monitoring
tools find an issue, there is work involved to determine
who can make the coding revision to remediate the issue

They are well integrated—when an issue is found,
there is an option for auto-remediation and/or the
Ve montorng otcon eiverriomaron v [

For more from this study, read the Enterprise Strategy Group research
report, Walking the Line: GitOps and Shift Left Security.

[ ll Source: Enterprise Strategy Group Research Report, Walking the Line: GitOps and Shift Left Security, November 2022.
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